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Summary 

 
Since the Housekeeping and Deep Dive exercise, all IT Risks are now in the Covalent 
Risk Management System, with actions included, for the ongoing improvement and 
continuing assessment to the Management of Risk within the IT Division. 
 

 All the IT risks are now being tracked in the corporate risk management system 
Covalent. 
 

 The IT Division currently holds 18 risks, of which 3 are RED. These risks are 
tracked in Covalent. 
 

 There are no extreme impact risks, there are 9 major impact and 9 serious impact 
risks. 

 

 The three Red risks are being addressed and reviewed as part of the 
Transformation Programme. 
 

 Periodic review meetings are being held with the relevant IT staff to ensure all 
risks are managed and reviewed in a timely manner. 

 
 
 

Recommendation(s) 
 
Members are asked to:  

 Note the report. 
 
 

Main Report 
 
 
1.0 Background 
 
Risk remains a key focus for the IT Division and we are continuing to ensure that drives 
the priority for project works and Change Management decisions. A Deep Dive exercise, 
Risk Workshop and the appointment of the IT Business Manager have moved the 



Corporation to a better position with regard to understanding of its risk landscape and 
regular reviews will ensure the ongoing successful management of these risks. 
 
 
2.0 Current Position 
 
Following further assessment, the IT Division currently holds 18 risks, of which 3 are 
RED. One of which is both a Division Risk and a Department Risk. These risks are 
tracked in Covalent. 
 
All risks have owners, clear actions, with target dates to enable focussed management, 
tracking and regular and consistent reviews. 
 
3.0 Current status 
 

The deep dive exercise that occurred earlier in the year has enhanced the knowledge 
and awareness of the risks associated with the IT division. Whilst there has been no 
movement since the previous report the more detailed knowledge and closer ongoing 
management of the divisions risks will ensure they are effectively monitored and 
maintained going forward. 
 
The current headline figures for the identified risks in the Division are: 
 

Risk heatmap – June Risk heatmap – Current 

 

 
 

 

 

 
 
 
Further breakdown of current Division risks:  

 



 
 
4.0 Analysis of the Division risk position 
 

 
1. Division risks have remained at 18. Risk is now discussed as a matter of course 

ensuring any potential risks are highlighted and discussed and added to the register 
as necessary. 

2. 3 risks remain as RED currently, with no RED risks scoring higher than 16. Mitigating 
actions, largely delivered as part of the Transformation work, are in place to reduce 
the likelihood and impact of these risks as transformation progresses. (See appendix 
1) 

3. These risks will be monitored and managed along side the Transformation 
programme to ensure that the activiites will mitigate the risks as anticipated.  

4. Improved Management of Risk processes and more involvement and knowledge from 
across IT will continue to produce further re-assessment as a consensus of the risks 
and actions are developed. 
 

5.0 Next steps 
 
5. The IT Business Manager will own the management of Division Risk, ensuring the 

Risk register is current and ongoing Management of Risk maintains focus on this key 
area with regular and structured reviews with relevant risk owners. 

6. IT management processes, including Change Management, Problem Management, 
Continuous Improvement and Incident Management will all now reference or identify 
risk to ensure that Division risks are identified, updated and assessed on an ongoing 
basis, so the Risk register remains a live system, rather than a periodically updated 
record. 

 
 
 
 



 
Appendices 

 Appendix 1 – High level summary of current RED risks. 
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